CyberSec Checkup
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B npeaasepue koHpepeHumn Moscow Legal Tech xypHan Legal Insight n CSI Group nposoaat

nccnesoBaHMe YPOBHS 3aLLMLLIEHHOCTM OT COBPEMEHHbIX KMbepyrpos topuanyecknx Gupm B

Poccnn n CHT.

L',e.l'lb mccnepoBaHmMA — BbiABWTb, HACKOJIBKO BOTPOC obecneyeHus 6e30nacHOCTA I/IH(I)OpMaLI,I/II/I

ABNAETCA BaXXHbIM AJ1d OpUNANYECKUX CI)VIpM M KakKne Mepbl No 3almTte MNpuHMMarTCA.

NccnepgoBaHme byaeT CTpPOUTLCA Ha cbope nHpopmaumm no metogonorum CSI CyberSec Checkup,
pa3paboTaHHOW COBMECTHO C KoMNaHwuen Microsoft, 1 cTaBLUeli CTaHAZAPTOM AN MPOBEeAEHNM

npoekToB SAM Cybersecurity Microsoft. CSI CyberSec Checkup - 3to meTogonorusa no


http://moscowlegal.tech

KOMMIEKCHOV OLeHKe 3aLUMLLEHHOCTM KOMMAaHWK 0T COBPEMEHHbIX Knbep-yrpos. B xoae npoekTa
aHaNN3NPYeTCs KaK YCTPOeHa 3amTta MHGopMaLmMmn B KOMNAHNK, MPOU3BOANUTCSA CKAHUPOBaHMe
Ha ysI3BUMOCTU, N3y4aeTcs AOoKYMeHTaLUMs No 6e30nacHOCTU, HAaCTPOWMKM CPeACTB 3aLLUnThI
nHbopmMauunmn. B pesynbTate KOMMaHWsA noayyaet MHGOPMALIMIO O CNabbix MeCcTax B 3aLLmTe U

A€Ta/ibHble peKoOMeHAauUWKn 1no NxX yCtTpaHeHuo.

MpurnawwaemM 3anHTepecoBaHHble lpuamyecke GUpMbl MPUHATL yYacTie B UCCIeL0BaHUN.

UTo nonyuaet opuanyeckas ¢ypma ot yuactusi B npoekte?

He3aBKCKMYHO OLIeHKY 3aLLMLLEHHOCTY CBOEN CeTU U MHGOPMaLMK, PEKOMEHAALIUN MO

YCTPAHEHWUIO YSI3BMMOCTEN, PEKOMEHAALIMM MO PA3BUTUIO KMGep-6e30MacHOCTL.

YTto TpebyeTcs oT ropuguyeckov pupmoi?

MNopnucate NDA, Bblgenntb NT-cneumanncta, KOTOpbIr CMOXET KYpPUpoBaTb NPOEKT CO CTOPOHbI
KoMnaHun. Cpok NpoBeAeHs oLeHKN — ogHa Hepens. Coop nHbopmauumm BegeTcs nytem
aHKeTVPOBAaHWS, MHTEPBbIO, CKAHMPOBAHUSA KOMMBIOTEPOB 11 CEPBEPOB aBTOMATU3VPOBAHHbLIMU
cpeacTBaMu. B neprmeTp npoekTa MOXHO BK/IHOUUTb TOJIbKO YacTb MHPPACTPYKTYPbI, HAanpumep,

canT + 20 KOMMbIOTEPOB U 3 cepBepa.

Pe3ynbTaThl UccneoBaHUs ByayT NpeacTaBieHbl 6e3 Ha3BaHUS KOHKPETHbIX KOMMaHW B

0606LLeHHOM BU/e Ha ceccum

Knb6epb6esonacHOCTb KaK KOHKYpeHTHOe NpenmyLLecTBo

Moscow Legal Tech, 20 anpens.

KnbepnpecTtynneHns HaxoaaTcs Ha BTOPOM MecCTe Cpeu NMpecTyrnaeHnn B KOPropaTUBHOW cpeje.
Ha 2019 roz nporHosnpyeTcs exxerofHblii BCEMUPHbIN yLlepb oT AeaTelbHOCTY
KnbepnpectyrnHKoB Ha ypoBHe 2,1 TpaH gonnapos CLUA (3To nonosuHa poccuickoro BBIM). Mo

onpocy PwC B 2016 rogy 23% poCcCUIiCKMX KOMMAaHWM CTanu XepTBaMun KNo6eprnpecTyrnHUKOB, HO
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TONIbKO Y KaXA0W YeTBepTO KOMMNAHMM eCTb M1aH AeACTBUSA Ha Clydaun aTaku. Xakepbl Npu
XeNaHUW HarayT AOCTYN K BalMM cucTeMaM. BopoTbcs € xakepaMu — 3ajaya He npocTas, Ho
BbINO/IHMMAas. ITO Kak Ha 0XO0Te — BaM He HaZo beraTb b6bICTpee MeaBess, BaM HazZo 6eratb
6bICTpee NapHs pSAOM C BaMU. Mbl BaM MOKaXeM, Ha YTO 06paTUTb BHUMAHME U KaK HaZEeXHO

3aWnMTUTL cBOU UT-cncTembl.

Cnukepbl:

AHapen bycapruH, [lnpektop Hanpasnenus Brand Protection, Group-IB

Kupunn Benbckunia, MNaptHep, Koblev & Partners

AnekcaHpap NMucemckunia, VicnonHntenbHbln gnpektop, CSI Group

MpeacTaBuTens JlabopaTtopmm Kacnepckoro

Ecnn Bbl roToBSI MPUVHATb y4dacTme B NCCieA0BaHUKN, TO HanmwnTe ,ﬂ,apbe JlonawueHko

dl@infotropic.ru nnn Maprapute Nackaposoit mg@infotropic.ru.

YuTanmTe Takxke no atov Teme: KWBEPBE3OMNACHOCTb ANd OPUCTOB: UTOTU

HOBOCTU KOMIMAHMUIA CTATbMU


https://legalinsight.ru/kiberbezopasnost-dlya-yuristov-itogi/

